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Date:  

Director of Education 

 

 

15th July 2024 

Accountability: 

(Position in Organisation) 

 

Online safety lead 

Revision Cycle: Every 2 years (to be reviewed July 2026) 

Brief details of amendments 

made 

 

Added in updates on AI and new KCSIE policy. 

 

 Equality Impact Assessment 

This document forms part of Percy Hedley’s commitment to create a positive culture 

of respect for all staff and service users. The intention is to identify, remove or 

minimise discriminatory practice in relation to the protected characteristics (race, 

disability, gender, sexual orientation, age, religious or other belief, marriage and civil 

partnership, gender reassignment, pregnancy and maternity), as well as to promote 

positive practice and value the diversity of all individuals and communities. 

As part of its development this document and its impact on equality has been 

analysed and no detriment identified. 
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Data security

https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges?utm_medium=email&utm_campaign=govuk-notifications-topic&utm_source=65a86d1d-7593-4f78-8e3c-6b4d3df15703&utm_content=immediately
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¶ Provide annual training for staff (and include this training in any induction for new starters, if 
they join outside of the school’s annual training window) on the basics of cyber security, 
including how to:  

o Check the sender address in an email  

o Respond to a request for bank details, personal information or login details  

o Verify requests for payments or changes to information   

¶ Make sure staff are aware of its procedures for reporting and responding to cyber security 
incidents  

¶ Investigate whether our IT software needs updating or replacing to be more secure 

¶ Not engage in ransom requests from ransomware attacks, as this would not guarantee recovery 
of data  

¶ Put controls in place that are:  
o Proportionate: the school will verify this using a third-party audit (such as 360 degree 

safe) annually to objectively test that what it has in place is effective 

o Multi-layered: everyone will be clear on what to look out for to keep our systems safe  

o Up to date: with a system in place to monitor when the school needs to update its 
software    

o Regularly reviewed and tested: to make sure the systems are as effective and secure 
as they can be   

 

 Back up critical data, with data held on the shared drive backed up daily and long term weekly 

backups held on tape for 12 months. 

¶ Delegate specific responsibility for maintaining the security of our management information 
system (MIS) to SIMS 

¶ Make sure staff: 
o Dial into our network using a virtual private network (VPN) when working from home  

o Enable multi-factor authentication where they can, on things like school email 
accounts  

o Are aware of IT security good practice such as using appropriate passwords and 
spotting phishing emails 

¶ Ensure that the Foundation’s network is protected at all times by a modern and up-to-date 
firewall 

¶ Check that its supply chain is secure, for example by asking suppliers about how secure their 
business practices are and checking if they have the Cyber Essentials certification  

¶ Work with partner organisations including JISC and NCSC to see what they can offer the school 
regarding cyber security, such as advice on which service providers to use or assistance with 
procurement 

https://360safe.org.uk/
https://360safe.org.uk/
https://www.ncsc.gov.uk/cyberessentials/overview
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Internet access The school’s wireless internet connection is secure.  
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¶ Authorised personnel: employees authorised by the school to perform systems administration 
and/or monitoring of the ICT facilities 

¶ Materials: files and data created using the school’s ICT facilities including but not limited to 
documents, photos, audio, video, printed output, web pages, social networking sites and blogs 

See appendix 6 for a glossary of cyber security terminology.  

5. Principles 

Unacceptable use 
The following is considered unacceptable use of the school’s ICT facilities. Any breach of this policy 

may result in disciplinary or behaviour proceedings (see section 4.2 below).  

Unacceptable use of the school’s ICT facilities includes: 

¶ Using the school’s ICT facilities to breach intellectual property rights or copyright 

¶ Using the school’s ICT facilities to bully or harass someone else, or to promote unlawful 
discrimination 

¶ Breaching the school’s policies or procedures 
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Staff (including governors, volunteers, and contractors) 

Access to school ICT facilities and materials 

The school’s IT Team manages access to the school’s ICT facilities and materials for school staff. That 

includes, but is not limited to: 

¶ Computers, tablets, mobile phones and other devices 

¶ Access permissions for certain programmes or files 

Staff will be provided with unique login/account information and passwords that they must use 

when accessing the school’s ICT facilities. 

Staff who have access to files that they are not authorised to view or edit, or who need their access 
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Staff should be aware that use of the school’s ICT facilities for personal use may put personal 

communications within the scope of the school’s ICT monitoring activities (see section 5.5). Where 

breaches of this policy are found, disciplinary action may be taken. 

Staff are also permitted to use their personal devices (such as mobile phones or tablets) in line with 

the school’s mobile phone guidance and staff code of conduct. 

Staff should be aware that personal use of ICT (even when not using school ICT facilities) can impact 

on their employment by, for instance, putting personal details in the public domain, where pupils 

and parents/carers could see them. 
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School social media accounts 

The school has an official Facebook account, managed by the Family Liaison officer and Business 

Manager. Staff members who have not been authorised to manage or post to the account, must not 

access, or attempt to access, the account. This is a closed group for the friends of Percy Hedley 

School.  

The school has guidelines for what may and must not be posted on its social media accounts. Those 

who are authorised to manage, or post to, the account must make sure they abide by these 

guidelines at all times.  

Monitoring and filtering of the school network and use of ICT facilities 

To safeguard and promote the welfare of children and provide them with a safe environment to 

learn, the school reserves the right to filter and monitor the use of its ICT facilities and network. This 

includes, but is not limited to, the filtering and monitoring of: 

¶ Internet sites visited 

¶ Bandwidth usage 

¶ Email accounts 

¶ User activity/access logs 

¶ Any other electronic communications 

Only authorised ICT personnel may filter, inspect, monitor, intercept, assess, record and disclose the 

above, to the extent permitted by law. Notifications of attempts to access inappropriate websites 

and materials, or the use of concerning search terms on common platforms relating to adult 

matters, profanities, drugs and extremism will be reported to Safeguarding staff. 

Requests to provide information about an individual’s usage of ICT, give access to a person’s account 

or carry out detailed investigation will only be accepted with the authorisation of a member of the 

Foundation Executive, the HR Team, Data Protection Officer or DSL depending on the context and 

nature of the request.  

The school monitors ICT use in order to: 

¶ Obtain information related to school business 

¶
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https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
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ICT and Internet 



https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
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http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.legislation.gov.uk/uksi/2020/1586/made
https://www.legislation.gov.uk/uksi/2020/1586/made
https://www.legislation.gov.uk/ukpga/1990/18/contents
https://www.legislation.gov.uk/ukpga/1998/42/contents
https://www.legislation.gov.uk/uksi/2000/2699/regulation/3/made
https://www.legislation.gov.uk/uksi/2000/2699/regulation/3/made
https://www.legislation.gov.uk/ukpga/2011/21/section/2/enacted
https://www.legislation.gov.uk/ukpga/2000/36/contents
https://www.legislation.gov.uk/ukpga/2006/40/part/7/chapter/1
https://assets.publishing.service.gov.uk/media/6650a1967b792ffff71a83e8/Keeping_children_safe_in_education_2024.pdf
https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools
https://www.legislation.gov.uk/en/ukpga/2021/16/enacted
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¶ UK Council for Internet Safety (et al.) guidance on sharing nudes and semi-nudes: advice for 
education settings working with children and young people 

¶ Meeting digital and technology standards in schools and colleges  

 
 

This policy should be read alongside the school’s policies on: 

¶ Online safety 

¶ Staff code of conduct 

¶ Social media 

¶ Safeguarding and child protection 

¶ Behaviour Support Policy & Procedure 

¶ Staff discipline 

¶ Data protection 

¶ Remote education 

¶ Mobile phone usage guidance 

 

 

 

 

 

 

 

 

https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges?utm_medium=email&utm_campaign=govuk-notifications-topic&utm_source=65a86d1d-7593-4f78-8e3c-6b4d3df15703&utm_content=immediately
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¶ Google your name to see what information about you is visible to the public 

¶ Prevent search engines from indexing your profile so that people can’t search for you by name – 
go to bit.ly/2zMdVht to find out how to do this 

¶ Remember that some information is always public: your display name, profile picture, cover 
photo, user ID (in the URL for your profile), country, age range and gender  

 

tŚĂƚ�ƚŽ�ĚŽ�ŝĨ�͙ 

 

A pupil adds you on social media 

¶ In the first instance, ignore and delete the request. Block the pupil from viewing your profile 

¶ Check your privacy settings again, and consider changing your display name or profile picture 

¶ If the pupil asks you about the friend request in person, tell them that you’re not allowed to 

https://www.facebook.com/help/124518907626945?helpref=faq_content
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I understand that I am responsible for my actions, both in and out of school: 

¶ I understand that the school also has the right to take action against me if I am involved in 
incidents of inappropriate behaviour, that are covered in this agreement, when I am out of 
school and where they involve my membership of the school community (examples would 
be online-bullying, use of images or personal information).  

¶ I understand that if I fail to comply with this acceptable use agreement, I may be subject to 
disciplinary action.  This could include loss of access to the school network/internet, 
detentions, suspensions, contact with parents and in the event of illegal activities 
involvement of the police. 

  

Please complete the sections on the next page to show that you have read, understood and agree to the 

rules included in the acceptable use agreement. If you do not sign and return this agreement, access will 

not be granted to school systems and devices. 

 

 

 

Learner Acceptable Use Agreement Form  
This form relates to the learner acceptable use agreement; to which it is attached.  

Please complete the sections below to show that you have read, understood and agree to the rules 



   

mailto:onlinesafety@swgfl.org.uk
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Appendix 4a: Acceptable use agreement for younger pupils (2, 

suggested KS2 and above) 

 

 

Introduction 
Digital technologies have become integral to the lives of children and young people, both within and 

outside schools. These technologies are powerful tools, which open-up new opportunities for everyone. 

They can stimulate discussion, encourage creativity and stimulate awareness of context to promote 

effective learning. Learners should have an entitlement to safe access to these digital technologies.  

This acceptable use agreement is intended: 

¶ to ensure that learners will have good access to devices and online content, be responsible 
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¶ I will tell an adult if a device is damaged or if anything else goes wrong. 

¶ I will only use the devices to do things that I am allowed to do.  
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Signed:       Date:     

  

  

  

Copyright of these policy templates is held by SWGfL. Schools/colleges and other educational institutions are permitted 

free use of the policy templates for the purposes of policy review and development. Any person or organisation wishing to 

use the document for other purposes should seek consent from SWGfL (onlinesafety@swgfl.org.uk) and acknowledge its 

use.  

© SWGfL 2022. 

 

 

  

Appendix 5: Acceptable use agreement for staff, governors, volunteers and visitors 

 

School Policy 
New technologies have become integral to the lives of children and 

mailto:onlinesafety@swgfl.org.uk


   

Policy Name: ICT and Internet 

Acceptable Use Policy 

Issue date:  13th July 2023 

Reviewed and updated: 15th July 

2024 

 Version No:  2 

Status:  Active Next Review date:  July 2026  Page 33 of 38 

 

For my professional and personal safety: 

¶ I understand that the school will monitor my use of the school digital technology and 
communications systems. 

¶ I understand that the rules set out in this agreement also apply to use of these technologies 
(e.g., laptops, email, VLE etc.) out of school, and to the transfer of personal data (digital or 
paper based) out of school 

¶ I understand that the school digital technology systems are primarily intended for 
educational use and that I will only use the systems for personal or recreational use within 
the policies and rules set down by the school.  

¶ I will not disclose my username or password to anyone else, nor will I try to use any other 
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Appendix 6: Glossary of cyber security terminology  

These key terms will help you to understand the common forms of cyber attack and the measures 

the school will put in place. They’re from the National Cyber Security Centre (NCSC) glossary.  

TERM DEFINITION 

Antivirus Software designed to detect, stop and remove 

malicious software and viruses. 

Breach When your data, systems or networks are 

accessed or changed in a non-authorised way. 

Cloud Where you can store and access your resources 

(including data and software) via the internet, 

instead of locally on physical devices. 

Cyber attack An attempt to access, damage or disrupt your 

computer systems, networks or devices 

maliciously. 

Cyber incident Where the security of your system or service has 

been breached. 

Cyber security The protection of your devices, services and 

networks (and the information they contain) from 

theft or damage. 

Download attack Where malicious software or a virus is downloaded 

unintentionally onto a device without the user's 

knowledge or consent. 

Firewall Hardware or software that uses a defined rule set 

https://www.ncsc.gov.uk/information/ncsc-glossary
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TERM DEFINITION 

Malware Malicious software. This includes viruses, trojans 

or any code or content that can adversely impact 

individuals or organisations. 

Patching Updating firmware or software to improve security 

and/or enhance functionality. 

Pentest Short for penetration test. This is an authorised 

test of a computer network or system to look for 

security weaknesses. 

Pharming An attack on your computer network that means 

users are redirected to a wrong or illegitimate 

website even if they type in the right website 

address. 

Phishing Untargeted, mass emails sent to many people 

asking for sensitive information (such as bank 

details) or encouraging them to visit a fake 

website. 

Ransomware  Malicious software that stops you from using 

your data or systems until you make a payment. 

Social engineering Manipulating people into giving information or 

carrying out specific actions that an attacker 

can use. 
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